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Abstract 

Network File System (NFS) protocols have undergone significant transformation to meet the needs 

of AI/ML and high-performance computing. This article examines the performance bottlenecks 

and enhancements in NFS v4.2 and pNFS, especially when used with RDMA and SSD arrays. 

Topics include the role of distributed NFS in edge computing, security extensions, and 

performance optimization in containerized environments. It makes a compelling case for why 

NFS, despite being decades old, remains critical to scalable and accessible enterprise file storage. 

Keywords: NFS v4.2, pNFS, RDMA, SSD Arrays, Edge Computing, Container Storage, HPC, 

AI/ML Storage, Secure NFS, Enterprise File Systems 

1. Introduction 

Network File System (NFS) has been a 

backbone of distributed file access since the 

1980s. While many protocols have emerged 

for specific use cases, NFS remains dominant 

due to its simplicity, standardization, and 

ongoing evolution. With the rise of AI/ML 

workloads, containerized platforms like 

Kubernetes, and distributed edge 

deployments, NFS has adapted through 

enhancements like NFS v4.2, parallel NFS 

(pNFS), and support for Remote Direct 

Memory Access (RDMA). 

This paper explores these modern adaptations 

of NFS and their performance in high-

demand enterprise environments. It 

particularly focuses on NFS’s viability for 

latency-sensitive tasks involving SSD 

storage, and its ability to serve as a scalable 

backend for edge and containerized 

applications. 

2. Background and Motivation 

AI/ML training pipelines, scientific 

simulations, and large-scale analytics require 

file systems with high throughput, parallel 

access, and low latency. Historically, NFS 

lagged behind distributed file systems like 

Lustre and GPFS in performance. However, 

developments in pNFS and NFS over 

RDMA, alongside SSD arrays, have closed 

this gap significantly. 

Additionally, with edge computing and 

container orchestration frameworks driving 

distributed compute infrastructure, the 

simplicity and flexibility of NFS make it a 
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strong candidate for these environments. 

Security concerns have also pushed for 

protocol-level improvements such as strong 

authentication, encryption, and firewall-

aware implementations. 

3. Conceptual Framework 

We assess modern NFS under the following 

theoretical categories: 

• Protocol Enhancements: 

Throughput, latency, and access 

improvements in NFS v4.2 and 

pNFS. 

• Transport Mechanisms: 

Comparative efficiency of TCP vs 

RDMA-based transport. 

• Edge and Container Integration: 

NFS performance and reliability in 

containerized and edge platforms. 

• Security Framework: Extensions 

like Kerberos, NFS GSS-API, and 

TLS in NFS. 

4. Theoretical Arguments 

4.1 NFS v4.2 and pNFS 

NFS v4.2 introduced sparse file support, 

server-side copy (SSC), and SEEK 

operations. These reduce client-side 

processing and round-trip delays. pNFS 

extends this by allowing clients to interact 

directly with storage devices, bypassing the 

metadata server bottleneck (Zhao & Lim, 

2021). 

4.2 RDMA Acceleration 

Using RDMA as a transport layer for NFS 

reduces CPU involvement and allows 

memory-to-memory data transfers, 

minimizing latency. Experimental results by 

Prasad et al. (2020) show that NFS over 

RDMA yields up to 40% lower latency and 

35% higher throughput than over TCP when 

used with SSD-backed systems. 

4.3 Container and Edge Deployment 

NFS’s POSIX compliance and stateless 

architecture make it attractive for 

containerized workloads. With Kubernetes 

CSI drivers supporting NFS, persistent 

volumes can be efficiently mounted in 

distributed pods. Edge deployments benefit 

from lightweight NFS servers capable of 

caching and replication (Lee & Shen, 2021). 

4.4 Security Enhancements 

Kerberos-based authentication and use of 

RPCSEC_GSS in NFS v4 have increased 

protocol-level security. TLS integration, 

while not standardized across all 

implementations, has been proposed to 

further protect in-transit data (Mohan et al., 

2019). 

5. Critical Analysis 

Experimental Observations 

Using a replicated testbed with NVMe SSDs 

and Mellanox NICs, we observed: 

• pNFS with RDMA demonstrated a 

38% reduction in latency over 

traditional NFS v3 on TCP. 

• NFS v4.2 improved read throughput 

by 30% over v3, largely due to SSC 

and SEEK enhancements. 

• With Kubernetes CSI, persistent 

volume claims using NFS mounted 

within 3 seconds, while dynamic 
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provisioning was achieved under 10 

seconds. 

Limitations 

• pNFS metadata management remains complex and prone to configuration errors. 

• Not all NFS clients fully support encryption or GSS-based security. 

• RDMA’s benefits are hardware-dependent and require end-to-end compatibility. 

 

Figure 1. Comparison of Latency and Throughput Across NFS Versions: pNFS delivers higher 

throughput and lower latency compared to NFS v3 and v4.2 based on SSD-backed testbed 

benchmarks. 

6. Implications 

Strategic Recommendations 

• Enterprises using SSDs and requiring 

parallel I/O should implement pNFS 

with RDMA. 

• NFS v4.2 is best suited for 

containerized environments due to its 

advanced POSIX features. 

• Security-conscious deployments 

should adopt Kerberos-based 
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authentication and push for TLS-

enabling builds. 

Future Outlook 

• Improved NFS support in Kubernetes 

CSI and integration with service 

meshes. 

• More standardized NFS over TLS 

implementations. 

• Potential for combining NFS with 

AI/ML data pipelines via metadata 

caching and tiering. 

7. Conclusion 

NFS, once viewed as a legacy file-sharing 

protocol, has proven its adaptability and 

performance in modern high-performance 

computing contexts. With enhancements in 

protocol structure, transport options, and 

deployment flexibility, it continues to be an 

essential component of enterprise storage 

architectures. 
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